INFORMATION GOVERNANCE 33
DATA PROTECTION IMPACT ASSESSMENTS

This briefing looks at the development of Data Protection Impact Assessments (DPIAs) and addresses
how and when they should be completed. A comprehensive background to them can be found on the
Information Commissioner’s Office (ICO) website'.

The DPIA should not be seen just as a document to be completed but rather as a process to be followed.
The objective is to identity and review any risks relating to the processing of personal data and ensure
that the Data Controller is managing them appropriately. DPIAs have been around for some time,
occasionally called Privacy Impact Assessments, but since the introduction of UK GDPR they are now a
legal requirement for certain types of data processing.

The definition of the type of processing that will legally require a DPIA is where it is “likely to result in a

high risk to the rights and freedoms of data subjects”. This means any major new processing, such as
that required for the COVID pandemic which was done at national level, or the development locally of a
new clinical service will require one. A DPIA is also required for a significant change to an existing

processing, such as a practice changing from one clinical system supplier to another, or the installation
of a new telephone or CCTV system.

The process to follow for the completion of a DPIA has several defined steps':
e |dentify the need
e Describe the processing
e Consider consultation
e Assess necessity and proportionality
o Identify and assess risks
o |dentify measures to mitigate risk
e Sign off and record outcomes

To assist in the DPIA process there are a number of templates available, such as this one from the ICO™,
and this universal template from NHSEV. Other organisations may also have templates they use. There
is no legally approved template, the choice is down to the Data Controller, ie the GP Practice. Their
purpose is to guide you through the process by prompting you with the right questions to be asking and
to create a record of the process itself and the decisions taken. The completion of a DPIA will generally
involve input from several parties such as system suppliers, national bodies like NHSE, and local IMT
providers, as well as data protection specialists.

Finally, it is for the Data Controller (the GP Practice) to formally approve the DPIA following advice from
their Data Protection Officer.
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If you have any queries about this, or any Information Governance issue, please contact the N3i service desk marking

your query IG. The contact details for the service desk are:
Phone: 0300 002 0001 Email: N3i.support@nhs.net  Barry Jackson Head of Information Governance
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