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1. Introduction.  This briefing is designed to be available to all staff working on the Covid Vaccination 

programme.  It is vitally important that all computer systems and associated assets such as removeable 

storage devices and any paper records are kept secure and not lost, misplaced or stolen. 
 

2. Physical Security.  All the computer systems involved in the vaccination project must be fully encrypted, 

this includes removeable media such as USBs.  They must all come from official sources, no personal 

devices are permitted to be used.  Computers must be kept secure for a number of basic reasons: 
 

2.1. Even though the information will be encrypted the loss of a computer device could represent a loss 

of data that may be significant to the programme. 
 

2.2. In the overall programme a single computer may not represent a significant monetary loss, it will 

need to be replaced at public expense. 
 

2.3. Most importantly the loss of a computer being used as part of the vaccination programme will 

have a significant reputational impact.  Despite encryption rendering the data inaccessible it is 

almost certain that the media will report the loss as a data breach.  This in turn could seriously 

affect the whole vaccination programme if the public lose faith in the ability of the NHS to protect 

patients personal data. 
 

3. Security Responsibility.  All staff working in vaccination areas must be aware of the issue of physical 

security.  This is particularly relevant to non NHS or GP Practices areas, as well as areas where the 

public will have access.  The following guidance should be adhered to: 
 

3.1. A senior person at each vaccination location must have overall responsibility for security and must 

ensure plans are in place to protect and account for computer systems.   
 

3.2. There must be a clear accountability of devices with checks carried out at handover/takeover. 
 

3.3. When sites are being left unoccupied a clear plan for the security of all computer systems must be 

put in place with all computers locked away securely. 
 

3.4. Printing and paper records should not be used or kept to an absolute minimum.  Any paper records 

created must be kept secure and destroyed by approved process. 
 

3.5. Where computers are being transported in cars they must be locked out of sight in the boot and 

never left unattended in a vehicle overnight.   
 

3.6. When users leave a device unattended it must have a screen lock 

applied or be logged out. 
 

3.7. Security locks such as this are available upon request to the address 

below. 
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