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1. Introduction.  Passwords.  The very word strikes fear, loathing, and a sense of sheer 

boredom from everyone.  Not to mention shame (and a pang of sadness) from the many 

who are still using their late cats name.  We all know by now what we should do; make 

up random strong 10 character passwords containing a mix of letters, numbers, special 

characters, and of course we must never write them down.  Even now I can sense you 

having a sneak look at that post-it next to the screen, or the paper in your wallet or 

purse with the essential list for facebook, ebay, work, Netflix etc. 

 

2. The Solution.  There are a number of solutions but I’m going to give you what I consider 

to be the simplest and most effective. 
 

2.1. Make up a sentence.  Must include some numbers but does not of course have to 

be accurate. 
 

I live in a 4 bedroom house with 3 cats! 
 

2.2. Take just the first letter of each word and the numbers and special character. 
 

Ilia4bhw3c! 
 

2.3. Add in some complexity with uppercase letters to get the final version: 
 

IliA4bhW3c! 
 

3. Now this password meets all the security criteria and you can remember it without the 

need to write it down.  Using this process, so long as you are confident it has not been 

compromised, you can even cope with the requirement in our work based systems to 

change your password every 90 days by simply increasing the number value.  So when I 

started in the NHS in 2001 I used a similar process and had 2 cats – I now have 63.   

 

4. Two Factor Authentication.  Passwords are single factor authentication, they use 

something you know.  Credit Cards and your NHS Smartcards are two factor 

Authentication as they are something you know as well as something you have.  This 

allows the password or pin to be simpler.  Versions of this are available that send a code 

to your smartphone and are increasingly being used both in healthcare as well as in 

many commercial systems. 

 

5. Password Managers.  Very useful for those happy to use them, we will cover them fully 

in a separate newsletter. 

mailto:N3i.support@nhs.net

